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Hailstorm Professional
“Hacker in a Box” for the power user

Hackers are after your information.  
Now you can fight back. 

Protect your Web applications by using Cenzic’s 
dynamic, black box scanning solution – Hailstorm 
Professional – the most accurate software product in 
the market. 

Cenzic Hailstorm Professional is designed for the 
power user who can run their own Web application 
assessments. It gives you the power of thousands of 
assessment variants in Cenzic’s SmartAttack Library to 
test for vulnerabilities company-wide. 

DESKTOP PRODUCT THAT TESTS WEBSITE SECURITY

Benefits:

	� Cost savings from remediating  
only “real” vulnerabilities instead  
of false positives 

	� Regulatory compliance assurance 
including PCI 6.6 

	� Quantitative scoring system 
provides unprecedented assurance 
that you are fixing the biggest 
problems first 

	� Attack library is updated weekly 
so you keep ahead of the latest 
vulnerabilities 

	� Options of both ready-made and 
customizable attacks that include 
visible source code 

	� Reduced costs due to automated 
Web testing on both commercial 
and proprietary applications

	� Provides users with ultimate 
flexibility to configure and run 
customized Web assessments 

	� Unified architecture – all Cenzic 
products are built on the same 
technology platform so you can 
effortlessly transfer data between 
our SaaS / managed service 
(ClickToSecure) and our software 
options (Hailstorm)

Intuitive Interface. 
Cenzic Hailstorm Professional’s intuitive 
interface allows the user to run assessments 
on any Web application with a single click.



How the Product Works

Cenzic Hailstorm Professional automates 
the process of managing Web application 
vulnerabilities for the power user. Vulnerability 
data, assessment activity, trends, reports, and 
statistics for all activities are displayed in an 
intuitive user interface. 

Recommended System Requirements

Cenzic Hailstorm Professional requires a 
configuration that includes Intel Pentium  
4 – compatible CPU or later, 2 GHz or faster; 
2 GB of RAM; 4GB of free hard disk space for 
Hailstorm and its associate components; display 
capable of 1600x1200 resolution and 16-bit 
color; Windows XP Professional with Service 
Pack 2 or later; Windows 2003 server. 

Key Product Features & Differentiators 

Stateful Assessment Technology – Unlike 
signature-based approaches, Cenzic emulates 
a true hacker by embedding the Mozilla browser 
directly into the product for the following benefits:

	� Highest accuracy rate with the fewest  
false positives

	� Ability to test for vulnerabilities that other 
automated scanning solutions can’t  
detect, such as Privilege Escalation  
and Session Hijacking 

	� Protection against Zero-Day attacks – unlike 
signature based technologies, which are limited 
to a few hundred published vulnerabilities,  
we can test for virtually limitless variations 

Cenzic SmartAttack Library – automated 
attacks that test Website vulnerability

	� Updated weekly to keep ahead of the latest attacks

	� Contains over 100 different categories with 
configuration and parameter-driven settings 

	� Specific tests include: OWASP Top 10,  
SANS, and compliance regulations such  
as PCI, GLBA, AB 1950, etc.

Cenzic HARM Score – a quantitative scoring 
system that associates risk with a Web application. 
This algorithm-based metric is superior because it: 

	� Provides the most certainty on what needs  
fixing first, as other qualitative scoring systems 
only assign words, not numbers, to risk value  
(i.e. “low, medium, high”) 

	� Assures confidence in knowing where your 
biggest risks reside in your organization 

	� Allows for easier trend reports that focus on 
HARM scores instead of counts of categories 
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Render Response Functionality. 
With its embedded browser, Cenzic Hailstorm 
can display every discovered vulnerability 
(just like a hacker would see it) when the user 
clicks on the “Render Response” button. It 
provides proof that every vulnerability found 
is real and not a false positive. 


