SOLUTION PACK

Digital Guardian

COMPLIANCE & PRIVACY ASSURANCE

Digital Guardian's Compliance and Privacy Assurance Solution
Pack is an optional package of pre-written rules that greatly
extends Digital Guardian’s core “Point of Use” control, moni-
toring, and auditing capabilities, to focus specifically on
protecting data associated with privacy issues and related
regulations. The Compliance and Privacy Pack makes it easy
to configure Digital Guardian to protect private information,
and/or sensitive files and other data (including private
customer information, patient information, employee informa-
tion, medical records, insurance records, etc.). This data can
represent a significant portion of a company’s information
assets, and protecting it is an essential part of maintaining
trust with individuals, and meeting the specific requirements
of government regulations such as HIPAA and GLBA.

PROTECT INFORMATION SHARED WITH
PARTNERS AND SUPPLIERS - WORLDWIDE

Digital Guardian's Compliance and Privacy Assurance Solution
Pack is capable not only of controlling and tracking private
information use inside an organization, but also information
that must, of necessity, be distributed and shared with
suppliers and/or partners around the world. Using this Pack,
companies can now quickly and easily configure Digital
Guardian to monitor and limit specific user actions that put
private data at greatest risk. For instance, protecting against
illicit copying, transfer, printing, remote access and e-mailing
of sensitive information.

CENTRALIZED MONITORING AND REPORTING
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Detailed Online Query and Summarization Reporting
for All Alerts and User Transactions
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PROVIDES INTEGRATED VISIBILITY AND CONTROL

Digital Guardian's Compliance and Privacy Assurance Solution
Pack functionality is tightly integrated with the extensive
analytics and drilldown reporting capabilities of Digital
Guardian’s Console Server. The Pack captures actions by
end-users of sensitive, private information, and maintains a
detailed record of what is subsequently done with that information.
This gives systems administrators and managers top-level, as
well as granular, visibility into user transactions involving
private information.

PRIVATE DATA PROTECTION FOR
THE GLOBAL ENTERPRISE

Digital Guardian’s Compliance and Privacy Assurance Solution
Pack Makes It Easy to Protect Private Information Shared With
Employees, Partners and Suppliers On a Global Basis.

Protect Confidential Documents: Monitor and protect
documents containing sensitive and/or private information

including employee records, customer data, and financial records.

Protect Patient Lists and Medical Records: Restrict
the copy and transfer of private medical information and
patient records.

Track the Flow of Private Data: Centrally control and
monitor the flow of private data anywhere in the world.
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