SOLUTION PACK

Digital Guardian

OUTSOURCED DATA PROTECTION

Digital Guardian’s Outsourced Data Protection Solution Pack
is an optional package of pre-written rules and configuration
settings designed specifically to protect the data shared by
companies with offshore partners and other participants in their
global outsourcing operations. Whether the outsourced business
activity involves the sharing of source code, customer records,
internal employee and/or financial data, Digital Guardian’s core
"Point of Use” control, monitoring, and auditing capabilities
dramatically reduce the risk of data loss or misuse in these oper-
ations. The Outsourced Data Protection Solution Pack has been
designed for flexibility and rapid deployment and contains rules
specifically crafted to secure a broad variety of business processes
and workflows including software development, IT management,
customer care and HR call centers, as well as back office finance
and payroll processing.

MANAGE OUTSOURCING RISKS

As companies exploit the benefits of outsourcing, they need data
security capabilities that can manage the increased risks inherent
in sharing proprietary and confidential information with partners
that are located in remote locations around the world. Regulated
companies, in particular, must ensure that their outsourcing
providers maintain the same levels and standards of care in
protecting private customer and employee data that would be
expected within their own operations. Software and technology
companies must assure shareholders that their intellectual
property, the source of tomorrow’s shareholder value, is
adequately safeguarded against loss. Digital Guardian and the
Outsourced Data Protection Solution Pack are ideally suited to
helping companies satisfy a broad set of requirements for the
audit and control of proprietary and sensitive data used in
outsourced environments.
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Detailed Online Query and Summarization Reporting
for All Alerts and User Transactions
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OVERSIGHT & CONTROL

Digital Guardian's Outsourced Data Protection Solution Pack

is tightly integrated with the extensive analytics and drilldown

reporting capabilities of Digital Guardian's Management Console.
These powerful tools facilitate the detection and prevention of

"high risk” user activities that may put sensitive information at
risk. Real-time policy enforcement, along with a detailed audit
trail, gives security staff and business managers centralized policy
management and visibility into the use of information at remote
partner sites around the globe.

DATA PROTECTION FOR THE
GLOBAL ENTERPRISE

Digital Guardian’s Outsourced Data Protection Solution Pack
makes it easy to protect customer, employee & financial data
in outsourced environments around the world.

Protect Confidential Documents: Prevent the unauthorized copying
and/or transfer of proprietary documents and other files containing
confidential information shared with outsourcing partners.

Protect New Product Designs and Specifications: Monitor
and track the use of drawing, image, document, and other
files containing new product concepts and detailed design
information around the world.

Monitor the Flow of Intellectual Property: Centrally
manage and track the location and flow of intellectual property
through your organization, as well as through your partner/
supply chain worldwide.
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